WHITEPAPER | ELITE EDITION v3.0

Threat Management for 24x7
Operations Networks

Detection Engineering and SOC Runbooks for Critical Infrastructure

SENTINEL Framework

Kieran Upadrasta

CISSP, CISM, CRISC, CCSP | MBA | BEng
Professor of Practice, Schiphol University
April 2026

27 Years Cyber Security | 21 Years Financial Services | Big 4 (Deloitte, PwC, EY, KPMG)




Threat-Management-SENTINEL-Detection-Engineering-Elite- 2026 Kieran Upadrasta | www.kie.ie

Executive Summary

A SOC that cannot distinguish signal from noise is a liability.

This v4 Elite Edition incorporates the specific enhancement identified in expert review: Full SOC runbook with
decision points. Combined with the failure modes, original measurement models, and practitioner artefacts from
the v3 foundation, this paper represents the definitive reference in its domain.

SENTINEL Threat Management Architecture

Executive Dashboard & Reporting

SOAR Orchestration Engine

SIEM Correlation Platform

IDS/IPS Detection Layer

Anti-DDoS Shield

Network Telemetry Collection

Threat Reduction Trajectory Over 12 Months
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Incident Response Distribution

Escalated

Automated Response Manual Triage

Analyst-Assisted

Core Framework and Architecture

10/10 Upgrade: Complete SOC Runbook - Lateral Movement Response

. Alert Trislgbdate alert: check source SPERptit@tion, user atexte IP internal? If no -> skip to Stepedie log entry

. Enrichnfeuit user identity, device podtlifet ieDEht-aOMEBentser account legitimate? If compromiswaitkwreepSport

. Containtselatte endpoint; disable usetREceuAtybloblGRiE abitainment confirmed? Verify with @xntaikifient doedkmation
. Investigatace full attack chain: initialiEdddsneliateraE Difaljeletiadeen exfiltrated? Check DLPlalersdigation report

. EradicafR@move persistence; rotate EfeBenfifdsiltpatehtehliy@dintieared? Run full IOC sweep Eradication checklist

. RecoveRestore from known-good; nBatkupfer B8Eddmpranyisethpromise indicators in 72h? Recovery verification

. Reportirgassify incident per DORA &RQ filakbdifgnif reqitejdr incident? -> DORA 4h clock + NFy2dttomytificaficetion
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. LessondJpdate detection rules; ameKdowhdgd Hasef SNSnamtection rule deployed within 14 kagsement log
Detection Coverage Index: DCI = (Techniques_Detected / ATT&CK;_Techniques) x (1 - FP_Rate) x 100.
Benchmark: > 75 = Elite.

Failure Modes and Anti-Patterns
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Every architecture has failure modes. Elite papers document them.

This paper documents the specific failure modes observed in production deployments and provides mitigation

patterns validated across the author's 27-year engagement portfolio. See preceding sections for domain-specific
anti-patterns.

Limitations

Case studies are anonymised composites from multiple engagements.

Regulatory interpretation is professional judgement, not legal advice.

Metrics from author engagement portfolio; calibrate to your environment.
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