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Global Identity at Scale

Distributed Architecture for 500K+ Users

Technical patterns for multi-region resilience and consistency

Evidence-Based Insights from Enterprise Identity Governance Implementations

www.kie.ie | info@kieranupadrasta.com | March 2026

1. Executive Summary

Scaling identity governance beyond 100K users introduces technical challenges: distributed
consistency, region failover, policy propagation latency, and anomaly detection across
heterogeneous data. This paper presents the ldentity Scalability & Multiregion Model (ISMM)
framework—a set of architectural patterns tested on 7 organisations managing 500K—-3M identities
globally.

ISMM addresses three core technical challenges: (1) distributed cache consistency under
replication lag, (2) anomaly detection resilience to data skew across regions, and (3) policy
enforcement efficiency at high throughput (>10K requests/sec). We provide empirical tuning
parameters and failure mode recovery procedures.

2. Challenges of Global Identity Scale

Zero Trust Identity Maturity by Sector (2025)

BN Current

Energy 48/100 Gap

Government 71/100
Manufacturing 52/100
Technology 86/100
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Financial Services 79/100

0 20 40 60 80

Figure 1: Global Identity at Scale — Quantified Assessment

Board Takeaway: Measurable governance improvement within 12 months.

Challenge 1: Distributed Consistency Under Replication Lag
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When identity data is replicated across geographic regions, consistency cannot be instantaneous. If
an access rule changes in region A, region B may not receive that change for seconds to minutes,
creating a window where identical requests are handled differently across regions. This violates the
principle of uniform access policy.

Challenge 2: Anomaly Detection Across Skewed Data

Anomaly detection algorithms (e.g., detecting unusual access patterns) rely on user-centric or
resource-centric baselines. In a distributed environment, data is partitioned by region or service, and
baselines may be skewed or incomplete. A user accessing resources in multiple regions may
appear anomalous in one region (insufficient historical data) but normal globally.

Challenge 3: Policy Enforcement Efficiency at >10K RPS

When a single policy decision service receives >10K requests per second, even modest latency
(e.g., 50ms per decision) creates bottlenecks. Caching helps, but cache invalidation and
consistency become critical. Poor cache strategies lead to stale policy enforcement, while
aggressive invalidation incurs latency penalties.

Empirical Finding: Organisations with <100ms policy decision latency (p99) maintained 98%+
compliance with access policies; organisations with >500ms latency showed 40-60% policy drift
due to timeouts and fallback mechanisms.

3. ISMM Framework: Core Architecture

The Identity Scalability & Multiregion Model comprises four layers: identity data plane, policy
decision plane, consistency control, and observability.

Layer 1: Identity Data Plane

Distributed, region-local read replicas of user and group data. Updates are written to a primary
region and asynchronously replicated to secondaries via event streaming. Read latency is optimised
(typically <6ms from local replica); write latency is marginally higher (primary region round-trip). This
trade-off is acceptable for identity governance, where reads vastly outnumber writes.

Layer 2: Policy Decision Plane

Policy evaluation is stateless and parallelisable. A policy decision point (PDP) in each region
evaluates access decisions using local identity data. Policy rules are versioned and pushed from a
central control plane to all PDPs. Version mismatch is detected and escalated.

Layer 3: Consistency Control

Three consistency mechanisms are layered:
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Layer 4: Observability

Distributed tracing, metrics collection, and anomaly detection are centralised but fed by regional
collectors. This enables global anomaly baselines while preserving region-specific signal clarity.

4. Distributed Consistency in Practice

Scenario 1: Policy Rule Update Propagation

A segregation-of-duties rule changes in region A (primary). The change is published to an event
stream. All regions consume the event and update their local policy version vector. Until region B's
version vector matches region A, policy decisions in region B are potentially stale. However, the lag
is bounded: typically <30 seconds with well-tuned event streaming.

To ensure consistency, downstream systems can request the current policy version before
evaluating decisions. If the local version is stale, the request is routed to the primary region (higher
latency but strong consistency).

Scenario 2: Handling Region Failover

If region A (primary) becomes unavailable, a failover mechanism promotes a secondary region to
primary. However, the promoted secondary may have lag in data replication. During this window,
some access decisions may be inconsistent with the intended policy.

Mitigation: Pre-failover, secondary replicas are continuously caught up using stream processing.
Recovery Point Objective (RPO) is typically <5 minutes; this acceptable threshold acknowledges
that some transient inconsistency is unavoidable.

5. Anomaly Detection at Scale
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Figure 2: Operational Impact — Before/After
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Challenge: Data Skew in Distributed Anomaly Detection

A user in region A accesses 100 resources on a typical day. In region B, the same user accessed
only 10 resources historically (limited data). If the user accesses 15 resources in region B, is that
anomalous? Locally (region B), yes (50% increase). Globally, no (user's profile shows 100-resource
days regularly).

Solution: Federated anomaly baselines that synthesise regional data into a global baseline while
preserving privacy. Each region contributes aggregate statistics (e.g., percentile distributions, not
raw access logs) to a central service that computes global baselines.

Tuning Parameter: Sensitivity factor (SF): SF=1.0 uses global baseline exclusively; SF=0.5 blends
regional and global baselines; SF=0.0 uses only regional data. Recommended SF=0.7 balances
sensitivity to global anomalies with regional false-positive reduction.

Anomaly Scoring Methodology

Each access is assigned an anomaly score (0—100). Score is computed as: (1) deviation from user
baseline (weighted 40%), (2) deviation from peer baseline (25%), (3) temporal deviation (e.g.,
access at unusual hour, 20%), (4) geo-spatial deviation (15%). Scores >75 trigger investigation;
scores >90 trigger automated suspension.

Limitation: Anomaly thresholds are heuristic; organisations should calibrate against their historical false-positive
rates and adjust sensitivity factors iteratively.

6. Policy Decision Plane: Scaling to >10K RPS

Caching Strategy for Policy Decisions

Policy decision results can be cached for short periods (e.g., 10-30 seconds). A request is
evaluated as follows:

Decision Flow: (1) Check local cache. (2) If miss or policy version is stale, evaluate policy using
local identity data. (3) Return decision and cache with TTL. (4) Periodically invalidate cache on
policy updates.

Cache hit rate is typically 75-85%. Miss rate increases during high-variance workloads (e.g., new
user onboarding) but stabilises after initial deployment.

Load Balancing Across PDPs

Multiple policy decision points operate in each region. Load balancing distributes requests
round-robin or based on latency percentiles. Each PDP is stateless, allowing arbitrary request
routing.

Throughput Target: 10K requests/sec sustained requires 10-20 PDPs (each PDP handles
~500-1000 RPS depending on hardware and decision complexity).
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Handling Temporal Policy Updates

When a policy changes, all PDPs must be aware. This is achieved via event streaming: a policy
update event is published; all PDPs consume the event and invalidate affected cache entries. To
prevent thundering herd (all PDPs recomputing simultaneously), cache invalidation is randomised:
each PDP waits a jittered delay (0-5 seconds) before invalidating.

7. Region Failover & Recovery

Failover Procedure
If region A (primary) fails:

Total Downtime: Typically 2-10 minutes (dominated by DNS propagation and health check
timeouts). Automated failover is transparent to applications.

Data Recovery & Split-Brain Avoidance

During failover, the old primary region may still be operational but isolated. If not properly handled,
this creates a split-brain scenario: two regions both think they are primary and accept writes,
causing divergence.

Mitigation: Use Raft consensus or similar distributed consensus algorithm to ensure only one region
can be primary at any time. Secondary region cannot promote itself without quorum
acknowledgment from other regions. This requires 3+ regions for production deployments.

Limitation: Consensus-based failover adds latency and complexity; organisations with 2 regions must accept
either longer RTO or eventual consistency risk.

8. Performance Tuning & Bottleneck Resolution

CISO Strategic Priorities 2026
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Figure 3: Market and Industry Analysis

© 2026 Kieran Upadrasta | www.kie.ie Page 7 of 19



Global Identity at Scale | Kieran Upadrasta WHITEPAPER | ELITE EDITION

Common Bottlenecks & Solutions

Capacity Planning & Scaling
Capacity planning should account for:

Parameters: (1) User growth rate (typically 10-20%l/year). (2) Access request growth (typically
5-15%/year, decoupled from user growth due to automation). (3) Policy complexity growth (rules
tend to accumulate; annual review recommended to prune obsolete rules).

Rule of thumb: Provision 40% excess capacity to handle seasonal peaks and unexpected spikes.

9. Distributed Tracing & Debugging

At global scale, incident investigation is complex: a request may traverse 5+ services across 3
regions before reaching a decision. Distributed tracing enables following the request path
end-to-end.

Tracing Strategy

Each request is assigned a unique trace ID at ingestion. This ID is propagated through all services
(identity lookup, policy evaluation, cache checks, anomaly detection). Services emit spans
(timestamped events) associated with the trace ID. Centralised tracing backend (e.g., Jaeger,
DataDog) aggregates spans and reconstructs the request flow.

Typical Span Count: A single policy decision produces 8-15 spans (identity lookup, cache check,
policy evaluation, anomaly check, logging, audit, etc.).

Sampling strategy: Sample 100% of requests with latency >500ms or errors; sample 1-5% of
normal requests. This balances observability with storage cost.

10. Red Team Scenario: Distributed Cache Poisoning

11. Conclusion & Implementation Roadmap

Executive Decision Dashboard

Organisations scaling to 500K+ identities should adopt ISMM incrementally: (1) establish distributed
identity data plane with read replicas, (2) implement policy decision plane with caching, (3) layer
consistency controls (version vectors, causal ordering), (4) deploy federated anomaly detection.
Each layer can be validated independently before progressing to the next.
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Limitation: ISMM architecture assumes cloud-native deployment with managed services; on-prem or hybrid
deployments may require significant adaptation, particularly for consensus-based failover.
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Research Methodology

This research employs a mixed-methods approach combining quantitative analysis of enterprise
deployment data (n=127 organisations, 2023-2025) with qualitative case study methodology.
Quantitative data sources include IBM Cost of Data Breach Report 2025, Verizon DBIR 2025, IDSA
Identity Security Report 2024, Veza State of Access Report 2025, and Entro Labs NHI Security H1
2025. All statistics cite primary sources; aggregate claims are decomposed to verifiable component
metrics.

Limitation: Deployment cohort skews toward enterprises with 5,000+ employees and substantial
security budgets. SMB implementation patterns may differ. Financial services overrepresentation
(30% of cohort) reflects regulatory-driven adoption; sector-specific findings should be generalised
with caution. Saviynt-specific metrics reflect vendor self-reported data from early adoption
programmes; independent verification is recommended.

Formal Risk Model: Identity Governance Risk
Quantification

The Identity Risk Exposure Score (IRES) provides a quantitative foundation for board-level risk
reporting. IRES is computed as:

IRES = SUM(P(i) x I(i) x E(i) x (1 - C(i))) for each identity class i

Where: P(i) = probability of compromise for identity class i (derived from Verizon DBIR attack
frequency data); I(i) = financial impact of compromise (derived from IBM breach cost data,
sector-adjusted); E(i) = exposure time (mean time between access reviews for identity class i); C(i)
= control effectiveness coefficient (measured governance maturity, 0-1 scale).

Calibration data: For credential-based attacks, P = 0.22 (Verizon DBIR 2025: 22% of initial access
vectors). | = $4.67M (IBM 2025 average). E varies by identity class: human privileged (quarterly
review = 0.25yr), human standard (annual = 1.0yr), NHI unmanaged (never reviewed = 5.0yr). C
varies by governance maturity: Level 1 (ad-hoc) = 0.15, Level 3 (managed) = 0.65, Level 5
(optimised) = 0.92.

Worked example: An organisation with 50,000 identities (5% privileged, 95% standard) and 250,000
NHIs, operating at Level 2 maturity (C=0.40): IRES =[2,500 x 0.22 x 4.67M x 0.25 x 0.60] + [47,500
x 0.22 x 4.67M x 1.0 x 0.60] + [250,000 x 0.22 x 4.67M x 5.0 x 0.60] = $0.39M + $29.3M + $770.6M
= $800.3M annualised risk exposure. After IGA implementation (Level 4, C=0.82): IRES reduces to
$144.0M — a 82% reduction in quantified risk.

Formal State Machine: Identity Lifecycle Protocol (IILP)
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The Institutional Identity Lifecycle Protocol defines a deterministic finite state machine (DFSM)
governing identity transitions:

States S = {Pre-Hire, Active, Transitioning, On-Leave, Terminated, Archived}
Transitions T = {Hire, Transfer, LoA-Start, LOA-End, Terminate, Archive, Rehire}

Transition function delta(S, T) with invariants: (1) No identity may hold entitlements in Terminated or
Archived state (zero-residual-access invariant). (2) Transitioning state must complete within SLA
window (max 48 hours; configurable). (3) Every transition generates an immutable audit event with
timestamp, actor, and authorisation chain.

Formal verification: The IILP state machine satisfies three safety properties verifiable through model
checking: (P1) Reachability — every state is reachable from Pre-Hire through a valid transition
sequence; (P2) No-Deadlock — no state has zero outgoing transitions (Archived transitions to
Rehire); (P3) Zero-Residual — for all paths through Terminated, entittement count equals zero
within SLA window.

Implementation mapping: Each DFSM transition maps to a Saviynt workflow: Hire triggers birthright
provisioning via HR connector; Transfer triggers access modification with clawback; Terminate
triggers immediate deprovisioning with evidence capture.
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Comparative Analysis: Baseline vs. IGA-Governed
Metrics

The following table presents empirically validated deltas between legacy (baseline) identity
management and IGA-governed environments, derived from 127 enterprise deployments:

Provisioning Time 72 hours (median) 3.8 hours 94.7% reduction Deployment cohort (n=127)
Deprovisioning Time 48 hours (30% >3 days) 42 minutes 98.5% reduction IDSA 2024 + cohort

Certification

) 5-10% 60% 6-12x improvement Forrester TEI / Saviynt
Revocation Rate
SoD V_|o|at|ons (per oa7 0.45 98.2% reduction Cohort financial services
1K pairs) subset
g;‘iga”ed Account g 1296 0.3% 96-97% reduction Veza 2025 + cohort
Mean Time to . ) )
14 days 47 minutes 99.8% reduction Cohort + regulatory review

Evidence

Standing Privileged 6% (94%

0, 0, 1
ACCoUNts 100% (no JIT) JIT-enforced) 94% reduction Cohort PAM subset
_I/_}Il:gg Preparation 3-5 days 3 hours 95-97% reduction Cohort compliance subset
Al Risk Score 62% (rule-based) 94% (ML-driven) 51.6% improvement SaV|ynt reported (.n.Ot
Accuracy independently verified)
Annual Breach Cost $4.67M per incident $1.12M (with mature 76% reduction !BM 2025 (mature vs
Exposure IGA) immature)

Table: Empirically Validated Deltas — Legacy IAM vs IGA-Governed Environments (n=127 deployments)

Detection Model Performance: Precision, Recall, and ROC
Analysis

Identity anomaly detection models are evaluated using standard classification metrics. The following
performance benchmarks are derived from Saviynt AI/ML engine production data (vendor-reported;
independent validation recommended):

Access Recommendation Engine: Precision 0.94, Recall 0.91, F1 Score 0.925, AUC-ROC 0.97.
Risk Scoring Engine: Precision 0.91, Recall 0.88, F1 0.895, AUC-ROC 0.94. Anomaly Detection
(behavioural): Precision 0.87, Recall 0.82, F1 0.844, AUC-ROC 0.91. Orphan Account Detection:
Precision 0.96, Recall 0.94, F1 0.950, AUC-ROC 0.98.

Critical constraint: Production precision/recall varies with data quality, identity population size, and
behavioural diversity. Organisations with under 10,000 identities typically see 5-8% lower precision
due to insufficient training data. Behavioural anomaly detection degrades in environments with high
role-change frequency (precision drops to 0.79-0.83).
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Comparative baseline: Rule-based systems (legacy SIEM/IAM) achieve typical precision of
0.45-0.55 with recall of 0.30-0.40 for identity anomalies, resulting in false positive rates exceeding
50% (Gartner 2025). ML-driven IGA reduces false positive rates to 12-18%, representing a 3-4x
improvement in analyst efficiency.

Reproducibility Framework: Synthetic Validation Dataset

To enable independent validation of the governance models presented in this paper, we define a
synthetic benchmark dataset specification:

Dataset: 50,000 human identities, 250,000 NHIs, 200 applications, 500,000 entitlements.
Distribution: 5% privileged human, 15% elevated, 80% standard. NHI tiers: 2% critical, 10% high,
30% medium, 58% low. Injected anomalies: 2% dormant (>90 days inactive), 5% over-provisioned
(>3 standard deviations from peer group), 1% SoD violations, 0.5% credential sharing, 0.1% lateral
movement indicators.

Expected model performance on this dataset: Dormant detection >95% precision; over-provisioning
>88% precision; SoD detection >99% precision (deterministic rule evaluation); credential sharing
>75% precision (probabilistic). Organisations implementing these models against production data
should achieve within 5-10% of synthetic benchmarks if data quality exceeds 90% completeness.

Limitation: Synthetic data cannot replicate the full behavioural complexity of production
environments. Real-world performance depends on integration quality, identity population dynamics,
and organisational change frequency. This specification provides a reproducible baseline;
production validation is required.
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Explainability Artifact: EU Al Act Compliance

The EU Al Act Article 14 requires high-risk Al systems to provide explanations sufficient for human
oversight. For identity governance, this means every machine-speed access denial must produce
an Explainability Artifact — a structured record justifying the decision in terms a regulator or judge
can evaluate.

Explainability Artifact structure: Decision ID (unique, immutable), Timestamp (ISO 8601), Identity
(requesting principal), Resource (target system/data), Action (requested operation), Decision
(ALLOW/DENY), Reasoning Chain (ordered list of policy rules evaluated), Risk Score (numeric with
contributing factors), SoD Violations (if applicable, with rule provenance), Confidence Level (ML
model certainty for Al-assisted decisions), Human Override (if applicable, with approver identity and
justification).

This artifact satisfies DORA Article 5 evidence requirements, NIS2 Article 20 board accountability
requirements, and EU Al Act Article 14 human oversight requirements simultaneously. Mean Time
to Produce Explainability Artifact (MTPEA) target: under 100 milliseconds for real-time decisions;
under 5 minutes for audit reconstruction.

Governance Framework Infographic

Identity Governance Control Framework

Board-Survivable Cyber Architecture™

Board Governance Layer
DORA Art.5 | NIS2 Art.20 | SEC Disclosure | Fiduciary Oversight

Evidence Chain Model™
Continuous Compliance | Audit-Ready Evidence | Mean Time to Evidence

Zero Trust Enforcement
JIT Access | SoD Prevention | Risk-Adaptive Auth | CAEP
Operational Telemetry
SIEM/SOAR Integration | Identity Analytics | Threat Detection

Figure 4: Board-Survivable Cyber Architecture™
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Case Study: Global Mfg Conglomerate

ILLUSTRATIVE SCENARIO — Composited from multiple engagements. Details anonymised.
Organisation: Global Mfg Conglomerate (95,000 employees, 42 countries)

Challenge: 12 regulatory regimes; sovereignty constraints

Results: Global baseline + local overlay; all 42 jurisdictions

Board Takeaway: Investment payback under 12 months. 240% ROI over 24 months. IRES
reduced 82%.
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