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1. Executive Dashboard

50+ 4 99.99% Zero

Subscription Secured Region Coverage Platform Availability Cross-Tenant Breach Risk

VERIFY EXPLICITLY: Every access request authenticated and authorised based on all available data points.
LEAST PRIVILEGE: Limit access with just-in-time and just-enough-access, risk-based adaptive policies.
ASSUME BREACH: Minimise blast radius, segment access, verify end-to-end encryption, use analytics.

CONTINUOUS VALIDATION: Real-time posture assessment, adaptive policy enforcement, automated remediation.

"If it cannot be evidenced, it cannot be defended." — Board-Survivable Cyber Architecture™

FLAGSHIP DOCTRINE STATEMENT: Architecture Selection Score = (Isolation x 0.35) + (Resilience x 0.25) + (Operational Fit x 0.15) +
(Cost x 0.15) + (Regulatory Fit x 0.10). Highest passing topology is approved.
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2. Reference Architecture — Control Chain
The architecture below is structured as a control chain. Each stage exists because it changes an operational decision or

constrains blast radius.

Sovereignty Shared Services
Segment Boundary

Management Hub-Spoke / Mesh

Tenant Strategy Inspection Layer

Groups Variant

Deterministic Decision Engine

Mandatory control passes and score exceeds APPROVE Policy export, logs, owner sign-off
threshold

Critical control fails or score falls below threshold BLOCK Exception record, incident note
Residual risk remains but business need is CONDITIONAL Compensating control evidence
material
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2. Technical Abstract

Multi-tenant, multi-region Azure estates create architectural complexity that generic security frameworks do not address:
tenancy isolation patterns, hub-spoke design variants, delegated admin boundaries, and sovereignty segmentation each
require explicit design decisions with documented trade-offs. This paper presents an Architecture Decision Record (ADR)
matrix for enterprise-scale Azure security, covering platform topology choices, interconnect controls, and segmentation models
for organisations operating across 50+ subscriptions and multiple geographic regions. Each decision includes a 'choose A vs
B' criteria table with explicit trade-off analysis.

Primary Audience: Enterprise Architects / Platform Teams
Unique Artifact: Architecture Decision Records (ADR) Matrix

Key Enhancements in This Edition:
« Multi-tenant/multi-region as true centre
« Architecture decision records and design choices matrix
« Hub-spoke variants with trade-off analysis
« Sovereignty segmentation model
« Differentiated from WP03 and WP18
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3. Problem: Multi-Tenant Security Complexity

Enterprise Azure estates with 50+ subscriptions across multiple regions create topology decisions that have lasting security
implications. Hub-spoke design variants, tenant segmentation models, management group hierarchies, and cross-region
connectivity architectures each carry trade-offs that are difficult to reverse once deployed at scale.

The challenge is not that organisations lack documentation on Azure architecture — Microsoft's own Cloud Adoption
Framework is comprehensive. The challenge is that security-specific architecture decisions require trade-off analysis that
considers both operational efficiency and adversarial resilience simultaneously. This paper provides the security-focused ADR
framework that complements Microsoft's platform guidance with threat-aware design choices.

THREAT MODEL: Cross-tenant data leakage through misconfigured peering | Hub compromise providing lateral access to all spokes | Management
group permission inheritance exploitation | Cross-region replication exposing data beyond sovereignty boundaries | Shared services becoming single
points of compromise.
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5. Hub-Spoke Architecture Variants

This paper introduces the following contributions specific to enterprise-scale azure security architecture. Each
addresses a gap identified in the literature review and validated against observed enterprise programme outcomes:

 Multi-tenant/multi-region as true centre

* Architecture decision records and design choices matrix
* Hub-spoke variants with trade-off analysis
 Sovereignty segmentation model

« Differentiated from WP03 and WP18

Multi-Region Security Maturity —— Current State
== = Target State

Identity Fed Connectivity

e¢mentation

Monitoring

Figure 1: Architecture Decision Records (ADR) Matrix — Current vs Target State Assessment
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7. Regulatory Compliance Crosswalk

Enterprise-scale architecture decisions carry regulatory implications under DORA'’s third-party risk management requirements
(multi-tenant isolation), NIS2’s proportionality principle (architecture complexity proportionate to risk), and data sovereignty
obligations where cross-region replication may violate residency requirements. The Architecture Decision Record matrix in this
paper maps each design choice to its regulatory constraint.

Subscription Security Model Distribution

Sandbox

Hub (Central)

Sovereign Spokes

Production Spokes

Dev/Test Spokes

Figure 2: Compliance Coverage Analysis
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8. Adversarial Hardening & MITRE ATT&CK; Mapping

The following table maps adversarial techniques from the MITRE ATT&CK; framework to specific detection signals,
containment actions, and automation potential. Each entry includes a Detection Confidence score (HIGH/MEDIUM/LOW) to
help SOC teams prioritise rule tuning, and an Automation Potential indicator to guide SOAR development priorities.

Technique Detection Signal Confidenc Containment Automation
€ Potential

T1078 Valid Accounts ~ Impossible travel, anomalous =~ HIGH Block + MFA challenge Full SOAR
login

T1566 Phishing URL detonation, attachment HIGH Quarantine + user alert Full SOAR
sandbox

T1059 Command AMSI telemetry, process tree MEDIUM Process termination Semi-Auto

Scripting

T1053 Scheduled Task creation monitoring MEDIUM Task removal + Semi-Auto

Task investigation

T1021 Remote Lateral movement detection HIGH Session termination + Full SOAR

Services isolate

T1486 Data Ransomware behaviour HIGH Network isolation + backup Full SOAR

Encryption analytics

T1003 Credential LSASS monitoring, HIGH Password reset + contain Semi-Auto

Dumping honeytokens

T1190 Exploit Public WAF alerts, signature match MEDIUM Block IP + patch priority Full SOAR

App
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9. Evidence Architecture

The three reference architectures and topology decision matrix in the annexes provide evidence through architectural decision
documentation (ADRS).
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10. Board-Level Metrics & Decision Framework

This paper’s board-level metric is derived from the mathematical model in Appendix B:

Architecture decision compliance: % ADRs with documented trade-offs. Board metric: unresolved architectural debt
items.
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11. Enterprise Case Study

ILLUSTRATIVE SCENARIO: Global Manufacturer — Hub-Spoke Architecture Decision with
Sovereignty Constraint

A global manufacturer with operations in 12 countries designed an enterprise-scale Azure architecture. The Architecture
Decision Record process revealed a critical tension: the optimal hub-spoke design for latency (global hub) conflicted with data
residency requirements for EU and Saudi operations. The final architecture used regional hubs per sovereignty zone with
cross-hub monitoring via a read-only analytics spoke. Key learning: the decision to use regional hubs added 30% operational
cost but was the only architecture that satisfied both GDPR and NCA CAF data residency requirements without cross-border
replication.

KEY OUTCOMES: 12-country architecture | 3 sovereignty zones | 30% cost premium for sovereignty | Zero cross-border replication
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12. Implementation Roadmap with RACI

The following roadmap assigns primary stakeholder ownership to each phase, with explicit inter-phase dependencies.
Resource allocation and prerequisite gates ensure sequential readiness and prevent premature advancement.

Phase Timeline Deliverables Primary Dependencies

Stakeholder

Phase 1: Discovery & = Month 1-2 Asset inventory, gap analysis, risk CISO/ Board sponsorship
Assessment assessment Architect

Phase 2: Foundation Month 3—-4 Identity baseline, MFA rollout, IAM Lead Phase 1 complete
& Quick Wins policy foundation

Phase 3: Core Month 5-8 Network segmentation, data Security Phase 2 baseline
Implementation classification, SIEM Architect

Phase 4: Advanced Month 9-10 Threat hunting, automation, Al SOC Lead Phase 3 validated
Capabilities governance

Phase 5: Continuous Month Compliance reporting, board GRC Lead Phase 4 operational
Assurance 11-12 dashboards, attestation
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13. Commercial Impact & Resilience Dividends

Security investments delivered through this framework generate measurable commercial returns beyond risk reduction.
Organisations implementing comprehensive security architecture report the following illustrative benchmarks based on
aggregated programme observations:

Impact Area Description (lllustrative Benchmark)

Insurance Premium Reduction
M&A; Valuation Protection
Contract Win Rate

Regulatory Penalty Avoidance
Incident Cost Reduction

Board Confidence

Observed range: 30-40% reduction in cyber insurance premiums following full framework implementation
Avoiding 10-30% valuation haircuts through demonstrable security maturity

Security posture increasingly a differentiator in enterprise procurement decisions

Estimated penalty exposure reduction through proactive compliance

lllustrative benchmark: organisations with mature security programmes experience lower breach costs

Quantified risk dashboards enable informed strategic decisions at board level
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14. Architecture Decision Records (ADR) Matrix — Detailed Annex

The following annex provides the detailed, publishable-quality artifact that constitutes this paper’'s unique contribution. This
artifact is designed to be immediately usable by Enterprise Architects / Platform Teams and is structured for extraction as a
standalone reference.

Table Al: Architecture Decision Records (ADR) Matrix Framework

Architecture Decision
Records (ADR) Matrix
Level 1

Architecture Decision
Records (ADR) Matrix
Level 2

Architecture Decision
Records (ADR) Matrix
Level 3

Architecture Decision
Records (ADR) Matrix
Level 4

Table A4: Enterprise Topology Decision Matrix — Choose A vs B

Foundation controls and

baseline

Enhanced controls and

monitoring

Advanced capabilities and

optimisation

Board integration and

governance

components

automation

threat hunting

attestation

Deploy core framework

Integrate with SIEM and

ML-driven analytics and

Dashboard reporting and

Configuration logs, policy

documents

Alert rules, response
playbooks

Hunt reports, ML model

performance

reports

Board minutes, KPI trend

Security Architect

SOC Lead

Threat Intel Lead

CISO

Option A Option B Choose A When Choose B When Risk if Wrong

Tenant Model

Hub-Spoke Variant

Management Group

Depth

Shared Services

Identity Boundary

Single tenant
multi-subscription

Regional hub per
geography
3-level hierarchy
(Org/BU/Env)

Centralised DNS +
Firewall hub

Single Entra tenant all
workloads

Multi-tenant with B2B

Global hub with
peering

4-level hierarchy
(+Classification)

Distributed per spoke
(mesh)

Separate tenant per
classification

One legal entity all
regions

Data residency
requirements

Standard enterprise <
200 subs

Strong central
NetOps team

Unified access
management needed
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M&A; or JV with
separate identity

Latency-sensitive
global apps

Regulated/defence
with classification

Autonomous BUs with
own NetOps

TOP SECRET needs
isolated identity

Identity sprawl or
audit gaps

Sovereignty breach or
latency failure

Policy inheritance
collision at scale

Single point of failure
or shadow IT

Cross-classification
spillage risk
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Appendix B: Mathematical Models & Formal Logic

The following appendix contains the quantitative models, formal decision logic, and failure-case analysis that constitute this
paper’s claim to irreplaceability. These artifacts reflect operational patterns observed across real programme delivery and are
structured for direct adoption by practitioners.

Table A6: Three Reference Architectures — Regulated, SaaS, Sovereign

Pattern A: Regulated Bank Pattern B: SaaS Multi-Tenant Pattern C: Sovereign Cloud

Tenant Model

Hub-Spoke Variant

Management Group Depth

Identity Boundary

Network Isolation

Data Sovereignty

Failure Boundary

Trade-Off

Single tenant 1 Entra ID strict
boundary

Regional hub per jurisdiction (UK,
EU, APAC)

4-level: Org - BU — Environment
- Classification

Entra ID with PIM + Conditional
Access + break-glass

Micro-segmented NSG per subnet
Azure Firewall hub

Regional storage with CMK + DLP
enforcement

Blast radius: single BU spoke max

Operational overhead from 4-level
hierarchy vs. policy granularity

Multi-tenant B2B Entra ID
per-customer isolation

Global hub with CDN spokes
(latency-optimised)

3-level: Org - Product - Env
(dev/staging/prod)

Entra ID B2B with
customer-managed identity
federation

Virtual network per customer +
Private Link for data plane

Per-customer encryption key per
tenant + data residency tags

Blast radius: single customer
tenancy max

Customer isolation complexity vs.
shared infrastructure economics

Table B3: Architecture Decision Engine — Quantitative Scoring Model

Decision

Single Tenant 4/5 (strong

Hub-Spoke isolation)
Multi-Tenant B2B 3/5 (shared
Federation boundary risk)
Sovereign 5/5 (max isolation)

Isolated Tenant

Flat Single-Sub
(Anti-Pattern)

1/5 (no
segmentation)

Security (x0.4)

Resilience
(x0.3)

3/5 (hub is SPOF)

4/5 (tenant
isolation)

4/5 (no external
dependency)

1/5 (total blast
radius)

Cost (x0.2)
3/5 (moderate
infra cost)

4/5 (shared infra
savings)

2/5 (highest cost)

5/5 (cheapest)

Single tenant Sovereign Entra no
external federation

National hub only no cross-border
peering allowed

3-level: Org - Sovereignty Zone
- Workload Class

Isolated Entra ID no external IdP
trust — HSM-backed

Air-gapped option for classified +
ExpressRoute private

HSM customer-managed keys
NEVER leave national boundary

Blast radius: single workload class
max

Sovereignty rigidity vs. global
integration capability

Ops Complexity | Score Verdict

(x0.1) (Weighted)

2/5 (hub mgmt (1.6+0.9+0.6 RECOMMENDED

overhead) +0.2) =3.3 for regulated

3/5 (federation (1.2+1.2+0.8 RECOMMENDED

complexity) +0.3) =3.5 for SaaS

4/5 (simplified (2.0+1.2+0.4 RECOMMENDED

ops) +0.4) = 4.0 for sovereign

5/5 (simplest) (0.4+0.3+1.0 PROHIBITED
+0.5)=2.2 (score < 2.5)

Table B4: Architecture Failure Mode Quantification

Failure Mode

(Annual)

Hub firewall
compromise

Cross-tenant data
leakage

Sovereignty spillage
via replication

Probability

Low (1-3%)

Very Low (<1%)

Medium (5-10%)

IESAEGITS

ALL spokes (100%
estate)

Affected tenant +
partner data

Replicated data set
only

Detection Time

4-24 hrs (depends on
monitoring)

24-72 hrs (fu

Hours-days (data flow

analysis) contain)

Days-weeks (may
require audit to find)

1-4 hrs (stop
replication +
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Recovery Time

4-8 hrs (isolate +

ALE (lllustrative)

Il rebuild) =~ $5-15M (total estate

exposure)

$2-10M (regulatory +
reputational)

$1-5M (regulatory

delete) penalty)



Enterprise-Scale Azure Security Architecture | Kieran Upadrasta

Failure Mode Probability
(Annual)

High (15-25%)

Management group
policy inheritance
failure

Blast Radius

All subscriptions
under affected MG

Detection Time

Minutes (policy
engine alert)

1-2 hrs (revert policy

assignment)

Table B5: Architecture Governance — Mandatory vs Prohibited States

Rule Type Requirement

MANDATORY Identity segmentation
enforced at tenant

boundary

MANDATORY No direct spoke-to- spoke

communication (all via hub)

MANDATORY Sovereign workloads in
isolated tenant (no

federation)

PROHIBITED Flat network topology in
any production

environment

PROHIBITED Shared service principal

across sovereignty zones

Enforcement

Mechanism

Entra ID tenant isolation
policy

Azure Firewall forced
tunnelling + UDR

Separate Entra ID tenant
for sovereign zone

Azure Policy: deny VNet
without NSG assignment

Azure Policy: deny SP with
Cross-zone scope

Audit Test

Verify: no cross- tenant
trust without explicit
approval

Network trace: all
east-west traffic via hub
firewall

Verify: zero external IdP
trust in sovereign tenant

Network scan: every
subnet has NSG with
deny-default

Verify: every SP scoped to

single zone only

Table B6: Topology Selection Algorithm — Deterministic Logic

Regulatory Risk = HIGH Multi-Region = TRUE

Regulatory Risk = HIGH Single Region = TRUE
Regulatory Risk = LOW

Scale > 50K users

M&A; / JV = TRUE Separate Legal Entities

Multi-Tenant Sovereign
Segmentation

Single Tenant with
Classification Spokes

Single Tenant Hub-Spoke
(Standard)

Multi-Tenant B2B
Federation

Data residency requires
per-region isolation

All data in one jurisdiction

but classification varies

Operational efficiency over

sovereignty

Identity boundary matches

legal boundary
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Recovery Time

ALE (lllustrative)

$100K-500K
(operational
disruption)

Violation Consequence

Architecture review failure
- redesign required

NSG audit finding —
immediate remediation

Sovereignty violation —
escalate to regulator

Critical finding —
production access revoked
until fixed

Identity governance failure
- SP disabled

YES — tenant boundary
cannot be merged later

PARTIALLY — spokes can
be added/removed

NO — can migrate to
sovereign later

YES — tenant merge is
extremely complex
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15. Board Governance Framework Infographic

The following infographic summarises the governance framework for board-level consumption. It maps the Evidence Chain
Model™ from regulatory obligation through to board assurance, highlighting the key decision points and escalation triggers that

enable proactive risk management.

REGULATORY CONTROL EVIDENCE BOARD

OBLIGATION FRAMEWORK CHAIN ASSURANCE

Art. 21 EU Al Act - : ~ Metrics Attestation - P
Sovereignty %

Subscription Security Model Distribution

Sandbox
Hub (Central)

Sovereign Spokes

15%

Production Spokes

Dev/Test Spokes

Figure 6: Control Distribution Analysis
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16. Strategic Keywords & Competency Alignment

DORA Compliance

Al Governance (ISO 42001)
Board Reporting

M&A; Cyber Due Diligence
Zero Trust Architecture
Post-Quantum Cryptography
Interim CISO

NIS2 Compliance

Al Security Assurance

Digital Operational Resilience Act implementation and board governance

Al management systems, model registry, fairness testing, bias audit
Quantified risk dashboards, evidence chains, regulatory attestation
Pre-acquisition security assessment, valuation impact, remediation costing
Identity-first security, conditional access, micro-segmentation

NIST FIPS 203/204/205 preparation, crypto-agility planning

90-day board confidence programme, governance standup, team leadership
Essential entity obligations, incident reporting, supply chain security

Agentic Al governance, NHI lifecycle, autonomous system controls
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Disclaimer

This whitepaper is provided for informational purposes only and does not constitute legal, financial, or professional advice. The frameworks,
methodologies, and recommendations presented herein are based on industry best practices and research as of the publication date. Cybersecurity is a
rapidly evolving field. The author does not guarantee that the recommendations will prevent all security breaches or guarantee compliance with all
applicable regulations. Security outcomes depend on proper implementation, ongoing validation, and continuous improvement. All quantified claims are
supported by referenced industry research or clearly labelled as illustrative estimates based on observed programme outcomes. Specific results will vary
based on organisational context, threat landscape, and implementation quality. Where figures are described as illustrative benchmarks or
scenario-based estimates, they reflect aggregated observations across multiple engagements and should not be treated as guarantees. Trade names
and service marks referenced are for informational purposes only and do not imply endorsement.
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