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1. Executive Dashboard

99.9%
Config Drift Prevention

Zero
Standing Admin Access

< 5 min
Remediation Time

100%
Policy-as-Code Coverage

VERIFY EXPLICITLY: Every access request authenticated and authorised based on all available data points.

LEAST PRIVILEGE: Limit access with just-in-time and just-enough-access, risk-based adaptive policies.

ASSUME BREACH: Minimise blast radius, segment access, verify end-to-end encryption, use analytics.

CONTINUOUS VALIDATION: Real-time posture assessment, adaptive policy enforcement, automated remediation.

"If it cannot be evidenced, it cannot be defended." — Board-Survivable Cyber Architecture™

FLAGSHIP DOCTRINE STATEMENT: Deploy = PASS only when all mandatory IaC gates pass. Any hard-coded secret, public endpoint, or
unapproved module signature yields BLOCK.
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2. Reference Architecture — Control Chain
The architecture below is structured as a control chain. Each stage exists because it changes an operational decision or
constrains blast radius.

Source Repo
Static Analysis +
Secret Scanning

IaC Policy Gate
Deployment
Approval

Azure Policy
Runtime

Auto- Remediation

Input Control Gate Control Gate Control Gate Control Gate Evidence / Output

Deterministic Decision Engine

Condition Decision Evidence

Mandatory control passes and score exceeds
threshold

APPROVE Policy export, logs, owner sign-off

Critical control fails or score falls below threshold BLOCK Exception record, incident note

Residual risk remains but business need is
material

CONDITIONAL Compensating control evidence
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2. Technical Abstract
Configuration drift is a persistent attack vector that security tooling alone cannot eliminate. The only reliable defence is to
enforce security at the point of deployment through Infrastructure-as-Code patterns that make insecure configurations
impossible to provision. This paper presents a control-gate pipeline architecture with sample Bicep and Terraform security
patterns, policy inheritance models, and pre-deploy and post-deploy remediation workflows. Each pattern includes a known
design trade-off analysis — because security-by-default always involves engineering decisions that practitioners need to
evaluate in context. The framework addresses the emerging risk of AI-generated code ('vibe-coding') through specific IaC
linting guardrails for Copilot-produced infrastructure definitions.

Primary Audience: DevSecOps / Platform Engineers / Cloud Architects
Unique Artifact: IaC Security Gate Pipeline

Key Enhancements in This Edition:

• Sample Bicep/Terraform control snippets

• Policy inheritance examples with diagrams

• Control-gate pipeline architecture

• Known design trade-offs section

• Pre-deploy and post-deploy remediation patterns
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3. Problem: Configuration Drift as Attack Vector
Cloud misconfiguration remains a leading contributor to security incidents. The Cloud Security Alliance's 2024 Top Threats
report identifies misconfiguration and inadequate change control as persistent risk categories. The root cause is that security is
applied after provisioning rather than enforced at provisioning. Infrastructure-as-Code provides the mechanism to eliminate this
gap, but only if IaC patterns encode security requirements as deployment prerequisites, not post-deployment remediations.

An emerging risk factor is AI-assisted infrastructure code generation. Development teams using GitHub Copilot or similar tools
to produce Bicep and Terraform definitions may inadvertently introduce insecure patterns that bypass established review
processes. This paper addresses both traditional configuration drift and AI-generated infrastructure risk through specific linting
and gate controls.

THREAT MODEL: Configuration drift from manual changes to IaC-managed resources | Secret leakage in AI-generated infrastructure code | Policy
inheritance conflicts between management groups | Terraform state file compromise | Supply-chain attacks via compromised module registries.
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5. IaC Pattern Library: Bicep/Terraform Examples
This paper introduces the following contributions specific to secure-by-default azure: iac security patterns. Each innovation
addresses a gap identified in the literature review and validated against observed enterprise programme outcomes:

• Sample Bicep/Terraform control snippets

• Policy inheritance examples with diagrams

• Control-gate pipeline architecture

• Known design trade-offs section

• Pre-deploy and post-deploy remediation patterns

Figure 1: IaC Security Gate Pipeline — Current vs Target State Assessment
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7. Regulatory Compliance Crosswalk

Table 7.1: IaC Security Compliance — Drift Detection & Enforcement

Control IaC Pattern Drift Detection
Frequency

Azure Policy ID Remediation
Method

Trade-Off

Encryption at rest Bicep: encryption
keySource=KV

Continuous
(real-time)

Audit-Storage-
Encryption-CMK

Auto-remediate via
Policy

Key rotation
complexity

No public endpoints TF: private_ endpoint
required

Every 15 min (Azure
Policy)

Deny-Public-
IP-On-Storage

Deny deployment if
public

DNS complexity for
private links

NSG default deny Bicep: default
Action=Deny

Continuous (NSG
flow logs)

Audit-NSG-
Default-Deny

Alert + auto revert Exception mgmt
overhead

Diagnostic logging TF: monitor_
diagnostic_setting

Hourly
(completeness)

Deploy-If-Not-
Exists-Diag

Auto-deploy diag
settings

Log volume cost

Managed identity only Bicep: identity type=S
ystemAssigned

Daily (entitlement
scan)

Deny-Service-
Principal-Keys

Block key-based auth Legacy app
compatibility

Figure 2: Compliance Coverage Analysis

Secure-by-Default Azure: IaC Security Patterns | Kieran Upadrasta

© 2026 Kieran Upadrasta | www.kie.ie | Page 8 of 20



8. Adversarial Hardening & MITRE ATT&CK; Mapping
The following table maps adversarial techniques from the MITRE ATT&CK; framework to specific detection signals,
containment actions, and automation potential. Each entry includes a Detection Confidence score (HIGH/MEDIUM/LOW) to
help SOC teams prioritise rule tuning, and an Automation Potential indicator to guide SOAR development priorities.

Technique Detection Signal Confidenc
e

Containment Automation
Potential

T1078 Valid Accounts Impossible travel, anomalous
login

HIGH Block + MFA challenge Full SOAR

T1566 Phishing URL detonation, attachment
sandbox

HIGH Quarantine + user alert Full SOAR

T1059 Command
Scripting

AMSI telemetry, process tree MEDIUM Process termination Semi-Auto

T1053 Scheduled
Task

Task creation monitoring MEDIUM Task removal +
investigation

Semi-Auto

T1021 Remote
Services

Lateral movement detection HIGH Session termination +
isolate

Full SOAR

T1486 Data
Encryption

Ransomware behaviour
analytics

HIGH Network isolation + backup Full SOAR

T1003 Credential
Dumping

LSASS monitoring,
honeytokens

HIGH Password reset + contain Semi-Auto

T1190 Exploit Public
App

WAF alerts, signature match MEDIUM Block IP + patch priority Full SOAR

Secure-by-Default Azure: IaC Security Patterns | Kieran Upadrasta

© 2026 Kieran Upadrasta | www.kie.ie | Page 9 of 20



9. Evidence Architecture
The attack-vs-pipeline adversarial scenario and drift risk model in Appendix B demonstrate evidence through adversarial
validation rather than compliance mapping.
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10. Board-Level Metrics & Decision Framework
This paper’s board-level metric is derived from the mathematical model in Appendix B:

Drift Probability = Manual_Changes / Total_Changes. Board metric: drift events per month. Target: < 5 per month.
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11. Enterprise Case Study

ILLUSTRATIVE SCENARIO: Nordic Bank — IaC Pipeline Prevents 47 Misconfigurations in First
Quarter

A Nordic bank deployed the IaC security gate pipeline across its Azure estate of 200+ subscriptions. In the first quarter, the
pipeline blocked 47 deployments that would have introduced security misconfigurations: 12 public storage endpoints, 8
unencrypted databases, 15 overly permissive NSG rules, and 12 service accounts with standing Contributor roles. The drift
detection system (15-minute scan interval) caught 23 out-of-band manual changes within the same period. Key learning: the
most dangerous drift events were not malicious — they were well-intentioned engineers making 'temporary' fixes via the Azure
portal that bypassed the IaC pipeline entirely.

KEY OUTCOMES: 47 misconfigs blocked pre-deploy | 23 drift events detected | Zero public endpoints in production | Pipeline ROI: 3 months

Secure-by-Default Azure: IaC Security Patterns | Kieran Upadrasta

© 2026 Kieran Upadrasta | www.kie.ie | Page 12 of 20



12. Implementation Roadmap with RACI
The following roadmap assigns primary stakeholder ownership to each phase, with explicit inter-phase dependencies.
Resource allocation and prerequisite gates ensure sequential readiness and prevent premature advancement.

Phase Timeline Deliverables Primary
Stakeholder

Dependencies

Phase 1: Discovery &
Assessment

Month 1–2 Asset inventory, gap analysis, risk
assessment

CISO /
Architect

Board sponsorship

Phase 2: Foundation
& Quick Wins

Month 3–4 Identity baseline, MFA rollout,
policy foundation

IAM Lead Phase 1 complete

Phase 3: Core
Implementation

Month 5–8 Network segmentation, data
classification, SIEM

Security
Architect

Phase 2 baseline

Phase 4: Advanced
Capabilities

Month 9–10 Threat hunting, automation, AI
governance

SOC Lead Phase 3 validated

Phase 5: Continuous
Assurance

Month
11–12

Compliance reporting, board
dashboards, attestation

GRC Lead Phase 4 operational
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13. Commercial Impact & Resilience Dividends
Security investments delivered through this framework generate measurable commercial returns beyond risk reduction.
Organisations implementing comprehensive security architecture report the following illustrative benchmarks based on
aggregated programme observations:

Impact Area Description (Illustrative Benchmark)

Insurance Premium Reduction Observed range: 30–40% reduction in cyber insurance premiums following full framework implementation

M&A; Valuation Protection Avoiding 10–30% valuation haircuts through demonstrable security maturity

Contract Win Rate Security posture increasingly a differentiator in enterprise procurement decisions

Regulatory Penalty Avoidance Estimated penalty exposure reduction through proactive compliance

Incident Cost Reduction Illustrative benchmark: organisations with mature security programmes experience lower breach costs

Board Confidence Quantified risk dashboards enable informed strategic decisions at board level

Figure 5: Before vs After Implementation Analysis
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14. IaC Security Gate Pipeline — Detailed Annex
The following annex provides the detailed, publishable-quality artifact that constitutes this paper’s unique contribution. This
artifact is designed to be immediately usable by DevSecOps / Platform Engineers / Cloud Architects and is structured for
extraction as a standalone reference.

Table A1: IaC Security Pattern Library — Bicep/Terraform Exemplars

Pattern Control Implementation Trade-Off Validation

Storage Account
Encryption

CMK encryption at rest Bicep:
encryption.keySource =
'Microsoft.Keyvault'

Key rotation complexity vs
default keys

Azure Policy:
AuditIfNotExists

NSG Default Deny Block all inbound by default Terraform: default_action =
"Deny"

Operational overhead for
exception mgmt

Compliance scan: weekly
drift check

PIM-Only Admin Access Zero standing privilege Bicep: roleAssignment with
time-bound scope

Activation delay vs
always-on access

PIM audit log: monthly
review

Diagnostic Logging All resources logged to
Sentinel

Terraform:
azurerm_monitor
_diagnostic_setting

Log volume cost vs
visibility gap

Log Analytics:
completeness query

Private Endpoints No public endpoint
exposure

Bicep: privateEndpoint
resource definition

DNS complexity vs network
exposure

Network scan: no public
IPs
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Appendix B: Mathematical Models & Formal Logic
The following appendix contains the quantitative models, formal decision logic, and failure-case analysis that constitute this
paper’s claim to irreplaceability. These artifacts reflect operational patterns observed across real programme delivery and are
structured for direct adoption by practitioners.

Table B1: Attack vs IaC Pipeline — Adversarial Scenario

Attack Stage Attacker Action Pipeline Response Detection? If Pipeline Fails

1: Module Poisoning Attacker compromises
public Terraform module
registry. Adds backdoor to
popular storage module

Module hash check against
approved registry fails.
Pipeline BLOCKS

YES — if module pinning +
hash verification enabled

Backdoor deployed to all
environments using that
module

2: Secret Injection Attacker injects API key
into Bicep template via pull
request

Pre-commit hook:
git-secrets + CredScan
detects embedded
credential. PR BLOCKED

YES — if pre-commit scan
is mandatory and cannot
be bypassed

API key exposed in source
control + deployed infra

3: Policy Bypass Attacker modifies pipeline
YAML to skip Azure Policy
check stage

Pipeline integrity: signed
pipeline definition.
Modification detected.
BLOCKED

YES — if pipeline is signed
and immutable

Infra deployed without
policy check =
misconfiguration

4: Drift Exploit Attacker manually modifies
NSG via portal (outside
IaC) to open inbound

Drift detection: Azure
Policy flags out-of-band
change within 15 min.
ALERT

YES — if drift detection
frequency ≤ 15 min

Open NSG persists until
next manual audit
(days/weeks)

5: CI/CD Compromise Attacker compromises
CI/CD service principal
credentials

Service principal: managed
identity only (no secrets).
No creds to steal

PREVENTED — if
managed identity used
instead of SP + secret

Attacker can deploy
arbitrary infra with SP
permissions

Table B2: Configuration Drift Risk Model

Metric Formula Worked Example Risk Level Mitigation

Drift Probability DP = Manual_Changes /
Total_Changes

45 manual / 500 total = 9%
drift probability

> 5% = HIGH < 2% = LOW Enforce IaC-only changes
via RBAC

Drift Exposure Time DET =
Avg_Time_To_Detect ×
Drift_Events/Month

24 hrs × 15 events = 360
drift-hours/mo exposure

> 100 hrs = HIGH < 24 hrs
= LOW

Reduce scan interval to 15
min continuous

Drift Cost (Monthly) DC = Drift_Events ×
Avg_Remediation_Cost

15 events × $5K avg =
$75K/month

> $50K/mo = HIGH <
$10K/mo = LOW

Auto-remediate via Policy
+ pipeline

Supply Chain Risk Score SCRS = External_Modules
/ Total_Modules × (1 -
Verified_%)

30 external / 100 total × (1
- 0.70 verified) = 0.09 (9%
risk)

> 5% = HIGH < 1% = LOW Pin all modules + hash
verification + private
registry
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15. Board Governance Framework Infographic
The following infographic summarises the governance framework for board-level consumption. It maps the Evidence Chain
Model™ from regulatory obligation through to board assurance, highlighting the key decision points and escalation triggers that
enable proactive risk management.

REGULATORY
OBLIGATION

→ CONTROL
FRAMEWORK

→ EVIDENCE
CHAIN

→ BOARD
ASSURANCE

DORA Art. 5 NIS2
Art. 21 EU AI Act

→
Zero Trust Identity
Control Data
Sovereignty

→
Audit Logs KPI
Metrics Attestation

→
Dashboard Risk
Score Compliance
%

Figure 6: Control Distribution Analysis
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16. Strategic Keywords & Competency Alignment

Competency Scope

DORA Compliance Digital Operational Resilience Act implementation and board governance

AI Governance (ISO 42001) AI management systems, model registry, fairness testing, bias audit

Board Reporting Quantified risk dashboards, evidence chains, regulatory attestation

M&A; Cyber Due Diligence Pre-acquisition security assessment, valuation impact, remediation costing

Zero Trust Architecture Identity-first security, conditional access, micro-segmentation

Post-Quantum Cryptography NIST FIPS 203/204/205 preparation, crypto-agility planning

Interim CISO 90-day board confidence programme, governance standup, team leadership

NIS2 Compliance Essential entity obligations, incident reporting, supply chain security

AI Security Assurance Agentic AI governance, NHI lifecycle, autonomous system controls
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Disclaimer

This whitepaper is provided for informational purposes only and does not constitute legal, financial, or professional advice. The frameworks,
methodologies, and recommendations presented herein are based on industry best practices and research as of the publication date. Cybersecurity is a
rapidly evolving field. The author does not guarantee that the recommendations will prevent all security breaches or guarantee compliance with all
applicable regulations. Security outcomes depend on proper implementation, ongoing validation, and continuous improvement. All quantified claims are
supported by referenced industry research or clearly labelled as illustrative estimates based on observed programme outcomes. Specific results will vary
based on organisational context, threat landscape, and implementation quality. Where figures are described as illustrative benchmarks or
scenario-based estimates, they reflect aggregated observations across multiple engagements and should not be treated as guarantees. Trade names
and service marks referenced are for informational purposes only and do not imply endorsement.
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